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(54) Data protection method for a semiconductor memory and corresponding protected memory 
device 

(57) The invention relates to a method of protecting 
data in a semiconductor electronic memory comprising 
a memory matrix (2) and respective matrix address 
decoding (3) and predecoding (4) tAodks. The method 
consists of using a protected memory portion (5) within 
said matrix (2) and respective dedicated decoding por- 
tions (6,7) for storing, into the protected portion (5). a 
protection code (CP) external to the address area of tiie 
matrix (2). 

The protection code (CP) can only be written and/or 
read through a command interpreter (8). 
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Description 

Fisid of th9 Invsntior! 

[0001 ] This invention relates to a nnethod of protecti ng 
data in a semiconductor electronic meniory having a 
memory matrix and respective matrix address decode 
and pre-decode blocks. 

[0002] The invention also relates to a semiconductor 
electronic memory device having a protection function 
for the data stored therein, and being of a type which 
comprises a memory matrix and respective matrix 
address decode and pre-decode blocks. 
[0003] Semiconductor memories are used in appara- 
tus of ever more sophisticated design arxi expanding 
acceptance which require protection for the data stored 
therein. 

[0004] The term "protection" may either encompass: 

protection from unintentional writing or erasing; or 

protection from tampering in order to extract or 
modify the memory contents. 

[0005] The invention is particularly, but not exclusively, 
concerned with the latter type of protection, and the 
ensuing description will cover this field of application for 
convenierrce of explanation. 

Prior Art 

[0006] As is known, in semiconductor memories, con- 
ditional access must be provided to certain memory 
portions. An ability to defeat deceptive attempts can-ied 
out by reading from the interdicted areas of such mem- 
ories is of paramount importance. For exanple, data 
relating to the protection code CP of the memory would 
be stored in such areas. 

[0007] On the other hand, semiconductor memories 
have other areas where information is stored which can 
be read and/or modified in the usual manner. Thus, the 
situation is one where different memory areas may or 
may not be conceded to reading. 
[0008] In addition, a semiconductor memory usually 
includes areas containing program instructions to be 
executed. 

[0009] The simplest way of providing a safety feature 
consists of using a decoding code DEC, also known as 
the access or identification code, which usually com- 
prises a few bytes or memory words. Without this 
decoding code, no consistent data can be read from the 
memory, nor can the contents of previously stored data 
be modified. 

[0010] Thus, the location Xdec of the decoding code 
DEC is critical to the achievement of improved safety for 
a semiconductor memory. 

[001 1 ] In particular, the location Xdec of the decoding 
code DEC should meet certain basic requirements, as 



follows: 

which is only intelligible to the manufacturer in pos- 
5 session of the decoding code DEC: 

it should be an unmodifiat)le area under any 
conditions of the memory operation; 

10 ' it should be an area readily accessit>te at the 
fabrication stage and later on for servicing. 

[0012] It should be considered, in fact, that the mem- 
ory write time is a critical parameter at its fabrication 

75 stage. In particular, providing easily accessed memo- 
ries is important if this write time is to be reduced. 
[001 3] A first prior approach to filling tiiis demand con- 
sisted of using some memory locations of unknown 
address whereirrto tiie bytes of tiie protection code CP 

20 could be stored. The reliability of tiiis prior method is 
dependent on two features: 

the address whereat the protection code CP has 
been stored is unknown; and 

25 

in any event, the data stored at that address cannot 
be interpreted directiy. 

[(M)14] However, tills first protection method has cer- 
30 tain unfavorable features which make ft connplicated to 

apply and bwer its safety level. 

[0015] In conventional semiconductor memories. 

these merrK>ry locations for the bytes of the protection 

code CP can only be provided witiiin a memory an-ay 
35 shared with the data. It is, tiierefbre. necessary to use a 

software program for the write step which can memorize 

and avoid memory bits already In use. 

[0016] However, tiie profc^em arises of how to erase 

the whole memory, or whole sections thereof which 
40 might contain bytes of the protection code CP. This 

problem is intensified in the instance of semiconductor 

memories of the flash type. 

[0017] In this situation, the erase operation must be 
preceded by a temporary saving of the memory protec- 
45 tion code CP. For the purpose, a temporary or buffer 
memory may be used wherefrom the protection code 
CP can later be read for re-writing to tine bytes re- 
assigned thereto. 

[001 8] Consequently, a protection method of tfiat type 
so tends to complicate both the hardware and the software 
of the semiconductor memory. In particular, the step of 
copying the protection code CP during the semiconduc- 
tor memory fabrication process represents an unac- 
ceptable waste of time in such applications as cellular 
55 phones. 

[001 9] Furthermore, since the bytes of the protection 
code CP are written and erased using standard com- 
mands, anytxxjy would be able to damage or read the 
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protection code CP contained therein, and possibly fully 
interpret it without the decoding code DEC. 
[0Q20] A truly effective data protection method should 
be based on the following considerations: 

5 

it is convenient that the address space reserved for 
the protection code CP locates outside the menrory 
array whereinto standard data is written; 

it is necessary that the protection code CP can be io 
written only once, and cannot be erased; 

it is of advantage that different write/read proce- 
dures be used which differ, but not to a substantial 
extent, from standard; in fact, slightly modified is 
write/read procedures would allow a managing soft- 
ware to be used which is basically similar as that 
used for standard operations. 

[0021 ] The technical problem underlying this invention 20 
is to provide a data protection method for semiconduc- 
tor memories, and a protected memory configuration, 
which have such structural and functional features as to 
overcome the drawl>acks of prior protection methods 
arKi semicorKiuctor memories, 25 
in the light of the foregoing reflections upon providing a 
memory device with an effective protection. 
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[0022] The principle of this invention is a protection 
method which utilizes an OTP (One Time Progranrvna- 
t^e) memory area, and can meet all of the above 
requirements regarding safety, reliability, and ease of 
access, for a protected memory configuration in accord- 35 
ance with the method. 

[0023] Specifically, the protection method of this 
invention uses a small, suitably configured portion of the 
standard memory array, and only requires that two extra 
instructions be added to the standard instruction 40 
sequence for the memory read/write operations. 
[0024] Based on this principle, the technical prok)iem 
is solved by a data protection method as previously indi- 
cated and defined in the characterizing portion of Claim 
1. 45 
[0025] The problem is also solved by a memory device 
for implement ng the inventive method, as previously 
indicated and d^ined in the characterizing portion of 
Claim 5. 

[0026] The features and advantages of the protection so 
method and memory de/ice accordng to the invention 
will be apparent from the following description of a non- 
limiting embodiment thereof, given with reference to the 
accompanying drawings. 

55 



Brief Description of the Drawings 

[0027] In the drawings: 

Rgure 1 shows a protected memory configuration 
implementing the data protection method of the 
invention. 

Detailed Description 

[0028] Referring to the drawing figure, generally and 
schematically shown at 1 is a semiconductor menrjory 
device having a memory matrix or configuration 2 
according to this invention. 

[0029] The semiconductor memory device 1 also 
includes a decoding block 3 having its output connected 
to the memory matrix 2 and its input connected to a pre- 
decoding block 4 which is input memory addresses DA 
to be accessed. 

[0030] In particular, the memory configuration 2 
includes a protected OTP memory area 5 connected to 
first 6 and second 7 special decoding zones for the pro- 
tected menrtory area 5. The first and second special 
decoding zones, 6 and 7. are connected in the decoding 
block 3 and the pre-decoding block 4, respectively 
[0031] The semicoTKluctor memory device 1 further 
includes a command interpreter 8 which is input corttrol 
signals OS and suitably filtered data values FD. 
[0032] Advantageously in this invention, these suitably 
filtered data values FD are produced from a program- 
nriaUe code filter 9 which is input the original data D. 
[0033] In addition, tiie command interpreter 8 outputs 
a selection signal SS which is connected to the pro- 
tected OTP memory area 5 through a series of the first 
and second special decoding zones 6 and 7. 
[0034] A protected memory configuration according to 
the inversion l>asically comprises the combination of the 
menrory configuration 2, itself comprised of the pro- 
tected OTP memory area 5 and the first 6 and second 7 
special decoding zones, and the programmable code fil- 
ter 9. 

[0035] Thus, the data protection method of this inven- 
tion involves the use of a protected OTP memory area 
additionally to the standard data memory array in tiie 
semiconductor memory device 1 . 
[0036] The size of this additional area 5 is dependent 
on the number of bytes used for storing the protection 
code CR For example, in a cellular phone type of appli- 
cation. OTP memory rows couW be introduced into the 
memory matrix 2 and in part used directiy by the manu- 
facturer to counteract tiie serious problem of "dona- 
tion". 

[0037] The data protection method of this invention 
further comprises the addition of two instructions, which 
can be interpreted by the command interpreter 8, spe- 
cifically an OTP read instruction ("read OTP data! and 
an OTP program instruction ("program OTP data"), no 
erase instruction being provided for the protected OTP 
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memory area 5. 

[0038] Advantageously in this invention, these read 
and program OTP instructions may differ to suit individ- 
ual customer's requirements. 

[0039] The decoding code DEC comprises essentially 
these particular instructions for the protected OTP 
memory area 5. 

[0040] In summary, the data protection method, and 
corresponding protected memory configuration, accord- 
ing to the invention afford the following advantages: 

the protection code CP stored in the protected OTP 
memory area cannot be lost, does not belong to the 
standard address area of the memory array, and 
can only be read and/or written if the appropriate 
instructions are known; this provides a high safety 
level for the protection code CP; 

at the designing stage, the protected OTP memory 
area will require some additional elements (rows 
and/or columns) involving a trivial (zero, for cellular 
phone applications) increase in menK>ry area occu- 
pation, and permit the use of standard decoding 
methods; accordingly, no additional address bits 
will be required, the OTP read and program instruc- 
tions re-addressing the address bus; 



decoding portions (6,7) for storing, into said pro- 
tected portion (5). a protection code (CP) without 
the address area of the matrix (2). 

5 2. A method according to Claim 1 , characterized in 
that said protection code (CP) can only be written 
and/or read through a command interpreter (8). 

3. A method according to Claim 1, characterized in 
10 that said protected memory portion (5) is of the 

OTP type 

4. A method according to Claim 1. characterized in 
that said protection code (CP) can be written and/or 

15 read using a decoding code (DEC). 

5. A semiconductor electronic memory device (1). 
having a protection function for the data stored 
therein and being of a type which comprises a 

20 memory matrix (2) and respective matrix address 
decoding (3) and pre<lecoding (4) blocks, charac- 
terized in that it comprises: 

a protected memory portion (5) incorporated to 
25 said matrix and associated with respective 

dedicated decoding portions (6.7); 



the command interpreter 8 can be re-programmed 
through the programmable code filter 9; this allows 
the OTP read and program instructions to be cus- 30 
tomized, thereby raising the safety level of the pro- 
tection code CP even further; 

by using only slightly modified OTP read and pro- 
gram instructions, existing circuitry (such as the 35 
decoding block 3, pre-decoding block 4, and com- 
marKl interpreter 8) in the semiconductor memory 
device can be utilized. 



a command interpreter (8) being input control 
signals (CS) and having its output coupled to 
said protected memory portion (5); 

a programmat)le code filter (9) having a data 
input (D) and an output connected to an input 
of the command interpreter (8). 

6. A device according to Claim 5, characterized in that 
said protected memory portion (5) is of the OTP 
type. 



[0041] The solution illustrated in relation to the protec- 
tion code CP of a semiconductor memory device 1 can 
also be used for any data to be stored on a permanent 
basis. Such data, therefore, should remain unaltered 
even after the whole memory an-ay containing it has 
been erased. 

[0042] Where the solution proposed by this invention 
is used, it becomes unnecessary to save the permanent 
data prior to erasing in order to have it restored at the 
end of the erase operation. 

Claims 



40 7. A device according to Claim 5. characterized in that 
said dedicated decoding portions (6.7) are incorpo- 
rated to the decoding block and the pre-decoding 
block, respectively. 

45 8. A device according to Claim 5. characterized in that 
the output from the command interpreter (8) is cou- 
pled to said protected memory portion (5) through a 
series of said dedicated decoding portions (6.7). 

so 



1. A method of protecting data in a semiconductor 
electronic memory comprising a memory matrix (2) 
and respective matrix address decoding (3) and ss 
pre-decoding (4) blocks, characterized in that it 
consists of using a protected memory portion (5) 
within said matrix (2) and respective dedicated 
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